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board alert for 
the Personal data 

Protection act
YeoH oon J in

Parliament passed the Singapore Personal Data Protection Act 
(PDPA) in October 2012. This new law primes the consumer 
to be more aware of his rights over his personal data collected by 
companies, and how it can be used in any business-to-consumer 
relationship.

The first phase of the PDPA came into effect on January 2 
this year with the Do-Not-Call Registry. Each company should 
already have in place a system to ensure that individuals who have 
listed themselves on the registry are not contacted for marketing 
activities through phone, SMS and fax unless explicit consent has 
been obtained from the individuals.

The remaining PDPA rules which govern the collection, use 
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and disclosure of personal data will soon become effective on 
Wednesday.

ComPlYinG witH tHe PdPa

Compliance with the new law should be taken seriously. Besides 
damage to a company’s reputation, any substantiated complaint can 
attract a fine of up to $1 million or imprisonment.

Accordingly, all Singapore companies should implement measures 
to comply with their obligations under the new act. Compliance 
includes implementing effective measures for access and correction 
requests, obtaining consent for the collection, use and disclosure 
of personal data and ensuring that the personal data collected is 
accurate and complete.

Significantly, whenever and wherever data is transferred outside 
Singapore, the onus is on the company to ensure that the recipient 
provides a comparable level of data protection as that afforded to 
the individual in Singapore under the PDPA.

Companies also need to appoint a Data Protection Officer to 
establish, implement, communicate and enforce the company’s 
data protection policies and practices. This includes the important 
process of receiving and managing complaints. Contact details of the 
company’s Data Protection Officer as well as the company’s policies 
and practices must also be publicly available on request.

wHat SHould ConCern tHe board?

The board needs to exercise its supervisory powers over management 
to ensure that it has used reasonable efforts to implement a robust 
compliance framework for the PDPA and the Do-Not-Call Registry 
requirements. Developing a stringent framework should serve as 
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a reliable defence against any data protection complaints against 
the company.

As a minimum, the board should assess whether the specific 
statutory obligations set out in the PDPA, including the Do-Not-Call 
Registry requirements, are met. These include having measures for 
specific collection, retention and destruction of personal data, the 
training of employees on data protection matters, and the regular 
monitoring, reporting and auditing of data protection processes 
and controls.

Compliance with the PDPA is not just a one-time effort, but 
an on-going process as the quantity of personal data collected and 
used will certainly increase.

 
Future develoPmentS

 
The Asia-Pacific region has seen the most rapid development in 
privacy laws in recent years. In addition to Singapore, both Malaysia 
and the Philippines recently adopted new data protection regulations. 
Other countries such as Hong Kong, Australia and New Zealand 
are tightening existing privacy rules and increasing the penalties for 
non-compliance and/or data breaches.

However, for the most part, data privacy rules in the Asia Pacific 
are less stringent than European Union (EU) standards. The EU is 
currently considering extending its reach extra-territorially, so that 
companies processing data of EU citizens will have to comply with 
the EU’s data protection laws, regardless of where those companies 
are incorporated.

The importance of a Singapore company implementing a robust 
PDPA-compliant framework cannot be over-emphasised. Not 
only is such a framework essential in providing customers and 
employees with peace of mind that the personal data in the possession 
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and control of the company remains secure, but it also provides 
the company with the ability to comply with the PDPA and any 
international data protection laws that may impact the company 
in the future. ■


